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BLOCKCHAIN: CONCEPTS AND
PRINCIPLES



Blockchain development

1.

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin{@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
finanecial institution. Digifal signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
‘We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis. and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avold mediating disputes. The cost of mediation increases transaction costs, limiting the

In 2008, Satoshi Nakamoto
proposed Bitcoin for the first time
in the paper "Bitcoin: a peer-to-
peer electronic cash systems”

At time 02:15:05, 4 January 2009,
Satoshi created the first block in
the Bitcoin system and left the
message:

« The Times 03/Jan/2009
Chancellor on brink of second
bailout for banks



Two concepts: Blockchain and Bitcoin

wall B0ckchain

* Bitcoin: unregulated digital currency designed to bypass currency controls and simplify online
transactions by getting rid of third-party payment processing intermediaries.
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* Blockchain and Bitcoin relationship: Bitcoin was an application of Blockchain. Blockchain has
applications far beyond Bitcoin.



RERTENSELEFHDCEP (Digital Currency
Electronic Payment)
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Traditional central trusted authority

* Individual person: own her data

* Central trusted node: own all users’ data, e.qg., Visa, Mastercard, PayPal, banks, and Amazon.
The center has full control of all data, it can search, add, delete and modity data.



Traditional central trusted authority

All
EA'S data | ee—— data — E)’s data
A D
The center

* A has data exchange with D (e.g., transaction)
* A sends a request to the center

* The center answers the request and connects D
* Data processing
* Q: any disadvantages of such architecture?

* Very high working load in the center since all transactions go through the central node; the
central tends to become malicious; the single failure point of the central node by cyber attacks.



Blockchain concept

No central node
Fach node has all data

C

.@D

* Blockchain: a globally maintained and shared distributed database. Everyone has all same
database and there is no central organization to manage the database.

* Blockchain records the transactions permanently. The data can only add and search; the data
cannot be deleted or modified.



Blockchain principle

Blockchain data structure (replicated at every peer)

Block 3#

Prev: 2K7G

L

Hash: 4C3L

Data:
<transactions>

L

Block 2#

Prev: 1A97

Hash: 2K7G

Data:
<transactions>

L

Block 1#

Prev: 0000

Hash: 1A97

Peer-to-Peer network

Consensus

Data:
<transactions>

* Three types of Blockchain: public, private, and consortium blockchain

* Features: decentralization, data privacy, untamperability, diversity data source




Blockchain features

decen

traliza .
tion

transparent

Collective
maintenance

T X—Ie=1tE THRZNVELFRIING

No central node in the network. Any two nodes are equal

in terms of rights and obligations

The data are jointly maintained by all nodes, and each
node shares rights and obligations

Digital signatures and consensus protocols ensure
the authenticity of the data

business rules can be reviewed by everyone

No trust issues while transactions are conducted
without a third-party

The problem of trust is resolved, the two parties of the
transaction do not need to know each other, and the
transaction is conducted anonymously since the trust
problem is solve

0 Open source program ensures that ledgers and



Blockchain types

Public

« No administrator
e Permissionless
 High cost
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Private

« One administrator
« Permissioned
 Low cost

Consortium

Multi-administrator
Permissioned

Medium cost

&
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Which type of Blockchain are used in the applications?

Applications Public, Private or Consortium Blockchain

Bitcoin PUb‘IC

an Private

Hospital Private

Group of hospitals s SORLANDET SYKEHUS )
Consortium

RIKSHOSPITALET




Blockchain layered architecture
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Incident

Real Estate Manag t

Financial
/mmm Applications

Application Layer

Application layer

Modeling Layer
Vaiidation —>‘-v.» Agresment ——» Production——» | Shipping
e H Modeling layer
(> o< s
Start Transaction End Transaction

namespace org. tradenstwork pragma solidity ~0.4.10; Contract Layer
asset Commodity identified by symbol contract Notary {
{o String sysbol) :  address public owner:
participant Trader identified by id mapping (bytes32 => address)
o veag 14) TR S Contract layer
uuuuuu ade | .o
~=> Commodity commodity gntnom
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Network layer

Technologies

« Resource sharing
« Access control
 Content sharing
- Data sharing
 Energy trading

« Machine learning



Concept: hash function and hash value

input hash value

DFCD3454 BBEA788A
fox ’ » 751A696C 24D97009
CA992D17

) |_| h 52ED879E 70F71D92
The red fox runs across the ice - aS » GEB69570 0BE03CE4
function

9158585A BO94AE214
26EB3CEA

: 46042841 935CT7FBO
The red fox walks across the ice » »

* Hash function: takes any size input text and returns a fixed size string (i.e., hash value).
— Easy to calculate a hash for any given data

— Hard to calculate the original text that has a given hash

— Two slightly different messages produce drastically different hash value

* Bitcoin uses a standard SHA-256 hash algorithm which generates a 256 bit hash value. For
example: SHA256(123) = a665a45920422f9d417e4867efdc4fb8a04a1f3fff1fa07e998e86f7f7a27ae3



Blockchain data structure (I)

* Block: Blockchain is composed of blocks. Block
refers to a group of transactions at a specific time
and hash pointer of the previous block. Each block
includes: header and body (i.e., data).

* FEach block contains its own hash and also hash of
the previous block. For instance, block 7 contains
the hash of block 6, and block 6 contains the hash
of block 5.

* A simple blockchain in Python:
https.//github.com/EricAlcaide/pysimplechain

Header

Body

* Timestamp
e Block 6#'s hash value

e Block /#'s hash value

Transaction 1 data
Transaction 2 data

Transaction N data

Block /#



https://github.com/EricAlcaide/pysimplechain

Blockchain data structure (Il)

Block 3# Block 2# Block 1#
1 Prev Hash: 2K7G Prev Hash: 1A9/7 Prev Hash: 0000
Hash: 4C3L _I-bm_l-b Hash: 1A97
Data: <transaction Data: <transaction Data: :
datas datas ;t;ansachon
ata>

Genesis block

* Blockchain data structure: a linked list with hash pointers used to record all transactions. New
blocks are added to the end of the chain.

* Hash pointer: gives you a way to retrieve data along with the hash of the data. A regular pointer
only gives you a way to retrieve data.



Tamper-proof mechanism

Block 3# Block 2# Block 1#
1 Prev Hash: 2K7G Prev Hash: 1A9/7 Prev Hash: 0000
\
Hash: 4C3L \\I _I-> Hash: TA9/
Data: <transaction Data: <transaction Data: .
et o 10 Y || e

Genesis block

* Tamper-proof: an adversary is not able to tamper data in any block without getting detected.

* If anyone changes the data in Block 2, even just one bit from 1to 0, the hash value of this block
changes dramatically. Then, Block 3#'s “Prev Hash" is not same as Block 2#'s hash value, this

makes the whole chain invalid.



51% attack in Blockchain

* Definition: malicious attackers control a majority (51%) of the total network’s computation
power and collude to attack bitcoin or other crypto.

e e ﬁ ﬂ ﬂ s Irusted nodes add blocks by broadcasting them to the
| public chain
L&'G*'a & Malicious attackers add block in the private blockchain

without broadcasting

e ﬂ ﬂ ﬂ ﬂ &  Attackers add block faster with majority computation
power.

- Rule in Blockchain: the longest chain wins

100K HOSK &0 08K ¢ BO0K &2

e The old public chain is abandoned because it is shorter
| and its data is irrelevant. The attackers roll-back many

ﬁﬁﬁﬂ e e e blocks and start a new blockchain.



51% attack in Blockchain - consequence

* (Consequence: spend coins twice (i.e., double-spending). The attacker can spend the same coins
twice and buy two different cars.

| > Block 40 transaction data: attacker used coins to buy a
0 car and this transaction is stored in Block 40.

Block 38 Block 39Block 40 Block 42

eee

With 51% attack, the attacker starts a new Blockchain and
the transaction data in the old chain is abandoned. There
Block 38 is no record of using the coins. The attacker can then

ﬂ a a a n spend the coins again to buy another car.

Block 39 |OP< " BIOCk 4E|OC|< v




Blockchain applications in general

* Blockchain: decentralized database that keeps a record of all transactions.

* This provides a perfect way for systems to record transactions that should be transparent and
permanent.

Logistics management
and supply chain auditing

Blockchain Ushering in Sharing u S E D ‘ A R s
in healthcare Economy 2.0
Gold/silver bullion Role in smart
trading agriculture

Online voting

Electricity trading ]

Data handling

[ Blockchain for loT

Real estate
management

Managing intellectual
property rights

NEWS [<Ch| KCN SOCIALS: @KolesCoinNews PA
TR ST

Establishment of decentralized User identification,
social networks authentication and security

Sweden officially use Blockchain Second-hand car value
to register land and properties certification
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BLOCKCHAIN AND 6G AND IOT
CONVERGENCE: WHAT IS THE ANGLE?



Full-* features in 6G

Full connectivity(£1&E#E) Full coverage (28 %S) Full spectrum (£4E)

el T S

* X

* *
x GDPR "
* *
* K
General Data Protection Regulation

o

Full privacy (ZBRFARIP) Full resources (£&R) Full services (£RS3)



Blockchain: centralized = distributed computation and

verification

‘ Pre-Blockchain

Centralized
ledger with
centralized
verification and
computation

With Blockchain \

5 &

Sz |
3

Distributed ledger
with
decentralized
verification and
computation

Three conditions to use
Blockchain:

e distributed environment
* nodes do not trust each other
* nodes perform transactions

Role of Blockchain

* Blockchain builds #rust among
untrusted participants in
distributed environments



Centralized 2 decentralized operation: transportation

* Challenge: need new techniques to secure, store and trace the computation
resources sharing in local environment




Centralized = decentralized operation: manufacturing

Designers

* Challenge: currently use third-party to exchange assets of value (money and
intellectual property (IP) like designs or manufacturing information). We need a
method to coordinate designers and customers peer-to-peer.




Centralized = decentralized operation in 5G Beyond / 6G

Vehicle—to—VhicIe

@®)
g

Master \ |

base s Y <

station ==
Macrocell

Centralized networks Device-to-Device UAV-to-UAV

* Challenge: in distributed wireless networks, we need a method to secure the
dynamic pandwidth sharing & trading among devices.




Blockchain for 6G networks: end-edge-cloud perspective

. | Cloud + Blockchain

L UFie et Deger
V=Y i X Ta="T Y N
End-E@d@e-Cloud =7 ] :
o .~ g g ) Edge + Blockchain
convef@énce _‘Vasel ' ' A e

Users + Blockchain

Heterogeneous Network Vehicle Network Cellular Network

* End-edge-cloud integrated architecture of 6G/5G beyond network

* Blockchain enables a new secure, distributed, hierarchical networks



Blockchain for 6G: end-to-end communications perspective

Blockchain \
Blockchain as fundamental infrastructure for end-to-end communications
Device Access Smart contract enabled service  Access Device
authentication  control management & roaming control  authentication

Resource transaction recording

ﬂv vV Vv 4 vV v Vﬂ

(9)) ) (t9))
( ‘ ): ‘ N ( ‘ )
A Edge network A Core network  Edge network B

A



BLOCKCHAIN RESEARCH

blockchain as

ABCDE:
fundamental
Al+Blockchain+Cl :
DU o3l Edge mfastructure

Mainly business: bitcoin

‘_ Research focus on
"’"}\ﬁ blockchain technology

. W

: ' ' k\,j
vmtelllgent B‘i@gkch@m for 6G&IoT

E : v
10-24: Efés@"ent i remark

¢ ” '\} ’ / p



Our landmark study on Blockchain for Smart Grid

The fIrSt on BlOCkChaln for |OT g. :!JAS of March/April 2019, this highly cited O
. . paper received enough citations to place itin the

We are /e 7irst to propose Blockchain for top 1% ofthe academic fed of Enginsering basedor

. . . . a hi cited threshold for the field and publication
Smart Grid, and industrial loT. This study jear, i
has triggered the strong interest on
Blockcha|n |n Communlcatlons SOCletyl Data from Essential Science Indicators
computer society and |loT industry Close Window
The standard reference =

“ "Enabling Localized Peer-to-Peer Electricity

This model is now the standard reference Trading Among Plug-in Hybrid Electric
to explore Blockchain in loT Vehicles Using Consortium Blockchain®, /EEE

Irans. Inaustrial Informatics, 13(6), 3154 -
3164, Dec 201/ (citations: 620+)



Blockchain + Physical Layer: Dynamic Spectrum Sharing

Primary user reqgisters ~ Secondary user registers
spectrum usage spectrum it will use

& - : A

xfBIockchain

Registrations of spectrum usage

* FCC (Federal Communications Commission) Blockchain for dynamic spectrum
sharing in 6G: spectrum-leasing transaction is verified and stored in Blockchain

* Blockchain as distributed ledger for communications: 1) save important data; 2)
orovide seamless access among different wireless networks




Blockchain + Physical Layer: Wireless Power Sharing

Blockchain Plane
@

DPoS based lightweight ¥

consensus scheme to achieve
low overhead

Energy Plane

@
contract theory to obtain the¥
optimal amount of

transferred energy

V.8 Transaction \ 7~ [T)New bloc lock broadcast 7 OCQ v Cofns tramsfer \
Mines ecords collec /ﬁ' _____ Leader
: 59| | @ Ic)
[ju | . k:[:) O.\lnﬂ O

-C.IHZJ reaa N { = :
= w1 | faT == NRaT. ~ - R

ockchain for sécure distributed
wireless power transfer

@, By

M w-dw Q Lul-ub
F raate Smart device — w2 l

TS -




Blockchain + Data Link Layer: Mobility Management

Update ((( ))> <Smart Contract C1>
((( ))) A

L D S9N . UE payment
« AP service
2. ---"Home AP n Update @ provide service 1@ commit
(ﬁ))
Ve
E,? > E ® <C1> confirmed POW%
“~  Airport AP A

* Users and access points self-organize radio access without intermediate brokers

* Smart contract based mobility management enable cross-network roaming and
establish a RAN (Radio Access Networks) among initially trustless parties



Blockchain + Application Layer: Content Sharing

4. Record and broadcast V2V content sharing transactions 5. Create a new block and broadcast it
2. Make content sharing matching

6. Verify the created block
and add it into blockchain ,+*

-
‘e

* Vehicle Social Networks (or Vehicle Crowdsourcing Networks): Vehicles
generate and request valuable content (e.g., news, videos, warnings, traffic)

* Content Sharing: devices act as caching requesters and providers to share
content. Base stations maintain blockchain to record content sharing events

J.Kang, R. Yu, X. Huang, M. Wu, S. Maharjan, S. Xie and Y. Zhang, "Blockchain for Secure and Efficient Data Sharing in Vehicular Edge
Computing and Networks", IEEE Internet of Things, vol.6, no.3, June 2019 (ESI “Hot Paper” "Highly Cited Paper”)



Blockchain + Application Layer
Vehicles (UAVS)

Eq | State-of-the-art topics

« Resource access control

« Secure content sharing

« New consensus protocol

« Edge computing for
Blockchain

Innovative wireless services _
« Dynamic access network Blockchain@UAV

« Environment sensing Device authentication Command verification
- Proximate edge computing Data integrity Transaction consensus
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BLOCKCHAIN FOR SMART GRID

J. Kang, R. Yu, X. Huang, S. Maharjan, Y. Zhang, and E. Hossain, "Enabling Localized Peer-to-Peer
Electricity Trading Among Plug-in Hybrid Electric Vehicles Using Consortium Blockchains", IEEE
Transactions on Industrial Informatics, vol.13, no.6, pp. 3154 - 3164, Dec. 2017



Blockchain: centralized = distributed computation and

verification - recall

‘ Pre-Blockchain

Centralized
ledger with
centralized
verification and
computation

With Blockchain \

Distributed ledger
with
decentralized
verification and
computation

Three conditions to use
Blockchain:

e distributed environment
* nodes do not trust each other
* nodes perform transactions

Role of Blockchain

* Blockchain builds #rust among
untrusted participants in
distributed environments



Centralized = decentralized operation: smart grid

Future power grid:

Power grid today Microgrid network of microgrid
EEE*
0 2 o\
g g = - IAA
=\ < ( . Ifijm
Il - :
B e

’ 5 [ ‘ _ :
I

Wind power Geg monttoning

* Smart energy digitalization is enabled by Industrial 0T technologies for
improved energy efficiency, optimization of power supply and demand, flexible
integration of renewable energy resources.



Energy Sharing

Internet Sharing Economy

s Didi: sharing cars
Wikipedia: knowledge sharing

.‘9’.
==
L8 FEE3E: sharing bikes

2 Airbnb: sharing houses

airbnb

A natural question in Energy Sector

I//'r//r Q: How to share energy?




An emerging concept: Prosumer = Producer + Consumer

CONSUMER 4 PROSUMER

* Consumer: a house only uses electricity from power grid

Prosumer: recently, we have renewable energy in our home, consumers are not just customer
anymore. A prosumer refers to a house that can both produce and consume energy

* Energy sharing is closely related to the concept prosumer



Selling your power to neighbors

President Street Microgrid Sandbox ¥ &8

e - 5 W
— -
M=

=7

Potential ¢ -
Neighbor ===
Consumers =

[ o

Solar
40 year resident of Park Slope, Brook

g dnal] ; A - - “‘\ : ; v
Renewable r: -j-‘ _‘l s _ B .‘ : - .3 ﬁ/stllnmeawnertnllwesa/a’rpa@/f
Producers ™ ‘ g T :

* Brooklyn Microgrid: In your house roof, you have solar power. The power can
be used by yourself. If you are not able to use all power, you can sell to your
neighbors, e.g., who is basketball superstar and have regular party.



Energy P2P (Peer-to-Peer) Networks

ez X ¥

LA AESS

‘g(:l\/ 1) .'.I II
‘-r )
PEeY _—— R
EXRFARRN G PGB L5 ! t
% AEFRER L NHLEARAR, £
e TETEES BT junnm - B
R F201941 4108 % A ill do 45 54k % k40 A ™~
Hlo @YRREE, 54 DR, TR -
-2

-—

’“B’[ﬂﬁ"iﬁﬂn#k X }

P —

40ya”nawkwtnfﬂwtjkweﬁm

First homeowner to have solar pa M a rt h a S
Fa b < BERL

vons
AR L e s

* Each person can buy/sell energy from her/his neighborhood

* Very similar as P2P networks in Internet



Decentralized energy trading: everyone can
contribute/share power

* Feature: no need a third-party utility
participating energy exchange among
nouses or electric vehicles

- low cost, flexible, new business
models

* Blockchain as a distributed ledger to
store local energy transactions




Our Proposed Energy P2P Trading Architecture

\ “““““ pop—— A @) .
_______ R TT | T A i —= Blockchain
‘ ‘ CELSD &
BT e
N P S G

i ........ il i?,@ —= Energy sharing

Seller  Buyer



Our research problem and three contributions

(@ | Problem definition: need to secure a peer-to-peer energy

sharing with high efficiency and private information protection

Blockchain for security Optimization Double auction

use blockchain for secure optimize for energy balance present an iterative double
energy transaction in among electric vehicles auction mechanism to hide
decentralized energy private information but still
sharing scenarios maximize the system social

welfare



Consortium blockchain for secure energy P2P
transaction

LAG (local aggregator)
* authorized nodes audit the \\575-55E’-“;"';‘_g;;é;'."-'ni o o
. . _ T i L
transactions and record them into | é 1 ; |
the shared ledger o B ] """"""" [ """""
* The ledger is publicly accessible \«» | e ( <>>£ _______
--------- e é\‘,l.: NEERY ¥
LE
Consortium Blockchain 722 ¢ *

* blockchain with multiple
authorized nodes to establish the
distributed shared ledger

Seller  Buyer



Transaction authentication

No need 3" party

energy P2P trading without
third party to make system
robust and scalable

Wallet security

Without keys, no adversary
can open a wallet and steal
energy coins

all transaction data is publicly
audited and authenticated by
authorized LAGs.

Data unforgeability No double-spending Privacy protection:

Decentralization of Energy coin uses digital
blockchain ensure that an signatures to prevent
adversary cannot corrupt double-spending

network

All energy coins accounts
are pseudonymous, it can
protect identity privacy




Energy sharing efficiency

Problem: decide electricity pricing and

amount of traded electricity to | L
maximize overall social welfare (i.e., the ™ (9) v~
sum of nonlinear utilities). — —
Energy buyer: e
| Transaction
v é (CV:LM c C,n e L) C ={0,1,2,...,I}. ; record
Energy seller: = =
er: SR
Y = (DVJ 7 € Z,n €1), Z={012..J}
Electricity demand vector of ¢ :CP = {c7]5 € Z}. i d; o E

Electricity supply vector of ovr: D = {d%li € R}. seller | buyer i



Problem Formulation and Electricity Trading

« Satisfaction function of CVypr Symbol Interpretation
) J — W, charging willingness
Us(G)=wiln(n ) _cfy — ™" + 1), N charging efficiency
j=1
- Giin demand of CVi from discharging DVj
Wi = STO7 c;nmin | minimum electricity demand of Cvi
» Cost function of DV STOn | energy state
I I dﬁﬂ energy supply from DVj to CViin LAGn
LiDH=l1 > (d})*+12)> d};,
i=1 i=1 e cost factors

« Social welfare maximization problem: from a social perspective, the localized P2P electricity
trading should maximize social welfare and achieve market equilibrium. The energy broker
addresses the social welfare maximization problem to allocate energy between discharging EVs
and charging EVs



Problem Formulation and Electricity Trading

I J

W : ma (C™) =S L (DY),
SW : max 1U(Cl) Zl ; (D)
11— 11—

Social welfare maximization
objective function

J
Subject to: ¢; """ < ?}ZC% <M Vi e C,
=1

I
Y dn <DV eZ,
i=1

pd?; = ¢ Vi € C,Vj € Z, Energy transmission loss
ci; =2 0,Vi e C,Vj € Z.

* : average electricity transmission efficiency of the local electricity trading.

The objective function: strictly concave with compact and convex constraints, so there exists a
unique optimal solution using Karush-Kuhn-Tucker (KKT) conditions.



Lagrangian function L1

I J
Li(C™, D™, B,7,A,p) = Y Ui(CP) - ) L;(D})+
=1 j=1

J I J
o min : ma_\
E O, _’7§ ( +§32’7§,(‘ —Cin
T j=1 i=1 j=1
o I J I
3. 5 J‘ A'J(§ J‘ dn D;n;;\ 4. § ' § :/\ dn . -
=1 & o

WA |
22 Hiscly
j: .=

* where a, B, v, A, p are Lagrangian multiplier

* Then, we take derivative on L1 with respect to ¢;n and djn



Solving the problem is easy if we have sufficient
information

()

Optimal solution of SW %

Wy
¢ VC;Z‘LI(CH‘JDnraaﬁaF}':Aa ,U-) = J !

: _ _ n E Cij — C?amin 11
* take derivative on L1 with respect to =1

—noy + 0B — Xij — i =0,
Ci,_jn aﬂd d_],in J J
vd;.‘_iLl(Cn?Dnﬂ -, 18', Y, A: ’u’) = _25107’?:-{ _ 12 + ﬁ]”j
* set two derivative functions to zero +Aijp = 0.

- Difficult to solve this problem in practice: the aggregator needs complete information of all EVs’
enerqgy state, utility and cost functions. EVs may not be willing to provide private information to
the aggregator, such as energy state.



Private information protection

Complete information Only price information
Aggregator needs all information of all lterative double auction: aggregator
houses battery, cost functions only needs price from each house

Energy state,
cost functions,

many
parameters




Iterative Double Auction for energy trading

lterative Double Auction

Many buyers and many sellers interact, facilitated
by the broker, in an iterative fashion and adjust
their bids until the market reaches an efficient
point, i.e., the market clearing solution

A natural iterative double

* Enerqgy sellers and buyers ,
9 Y auction where

interact, coordinated by LAG, in

an iterative fashion ,
* Broker: aggregators

* All energy entities adjust their
bidding price until the market
reaches an efficient point

* Buyers: buy energy

* Sellers: sell energy to others



Iterative Double Auction Mechanism: decide
bidding price for buying (1)

cﬁ Each charging EV is selfish decides its own buying price: CVi solves the following
problem to maximize its own benefit and determine its optimal bidding price

EB : ﬂé@:}:[Ué(C?) — pay; (B{)], B; £ {bi,’;\.f' c Z}

Payment function given by the auctioneer

23

J
The payment function of CVi is given by: pay:(B;') = Z b s
J



Iterative Double Auction Mechanism: decide
bidding price for selling (1)

S

Each discharging EV is selfish and decides its own selling price: DVj solves the
following problem (ES, seller) to determine its optimal bidding price

ES : ms(;:.s.f[]?fim_,;(S}l) — L;(Dj)] S} 2 {s%li € C}.

Reward function given by the auctioneer

The reward function of DVj is expressed as

L (gn)? | Minimum reward for a discharging EV
Rew;(S}]') = )  —2— + ™. owing to the trading participation

;




Iterative Double Auction Mechanism: traded
enerqgy maximization (I//)

* The auctioneer solves problem A to calculate the traded energy

A : Cn&aﬁcn y‘ y‘ [b Inc;; — Sﬁd;}

1=1 7=1

* Problems A and SWhave the same constraints. All KKT conditions along with the steady
conditions are matched. According to the Lagrangian multipliers, we obtain the bidding prices
of charging EVs and discharging EVs

pn nre
Y * | no— ol d" + .
(n2 ¢y —c " +1)STO} S_“”, 231 d‘” + -‘!3.
j=1



Energy Trading Performance

Real dataset v BT prm—— e

4 =
T o ] yaec
: L) - R rlﬂ‘“%‘n;}!‘;‘,—‘_

30.274 | | L FS -

«  We evaluate the proposed iterative 30.272

double auction mechanism with real 3027 . 8 6
dataset A'rea . o km 2

. 30.268 Parking lots
« The datais from real urban area of

- 30.266 Panking [ots 5 8
= . Parking lots:
30.262
Latitude of observed area QQ =) RORS Y O oF
- 30258 il : LR ISTORIC Tl 2 & o ovgy
arking FOtS & DISTRICT

(23 | !/‘ABJI CESAR

 Latitude: 30.256 = 30.276, 302%%!{- 97755 l\‘.gr.l.vs .97.?45 9774 9773 @73 97%
« Longitude: -97.76 > -97.725




Results for a community with 80 houses

— Average payment of CVs | |
v Average reward of DVs
Converged $ 27| > ©
2 . . S 26l . ' ’
17 after 12 iterations g Buying price: £.
5 E 25 R
- g 24}
201 . ;%2.3'
1 - 2. Selling price: 2.04
21
18 . : : : . l 2 . O SR
1 5 10 “;riﬁm 20 25 30 5 10 u;f,,m" 20 25 30
The social welfare The difference between prices
rapidly converges to the optimal result represents the benefit of the

auctioner/aggregator



BLOCKCHAIN FOR CONTENT SHARING

« L. Jiang, S. Xie, S. Maharjan, and Y. Zhang, "Joint Transaction Relaying and Block Verification Optimization for Blockchain
Empowered D2D Communication", IEEE Transactions on Vehicular Technology, vol.69, no.1, pp.828 - 841, Jan. 2020.



Data/Content sharing in D2D

G N0 :ﬂ

<

’
<
Data sharing among Device-to-Device Data sharing among
vehicles content sharing UAVS

* Data sharing (information sharing, content sharing) can take place in many
scenarios, e.g., Device-to-Device (D2D), Vehicles, UAV



Consortium blockchain empowered D2D
communications

D2D PARR S

| ({ ]) : : ({ )) :
Two devices can build a pair to share — é R ﬁ 8 ...
content/information/data | |

D)

RECEIVER/TRANSMITTER

A receiver can request a transmitter nearby ¥ v
to provide data sharing service :

((A’)) BASE STATION/ACCESS POINT

A set of APs are selected to act as verifiers | | Jg '
and responsible for block verification D2D pair DZD pair




Transaction confirmation procedure

((9))
Local ﬂ 8 E:

Transaction
collection

Consensus
request

Consensus

Transaction SRS

collection



Transaction confirmation procedure

— —— — — — — — — — I_____r____

Stage | : Relay Selection Scheme Stage < : Block Verification Procedure

Relay—assisted transactions relaying Delegated Proof-of-Stake based
scheme to select suitable relays lightweight block verification scheme



Communications and computation issues in transaction
confirmation procedure

tion sharing
To\—’ lc [b—t— td <—} T T T

Transaction confirmation period

* Communications issue in stage 1: unreliable wireless channel leads to failed
transmission of users’ transactions to the verifiers

* Computation issue in stage 2: high computation load in verifiers (e.g., running
Proof-of-Work (PoW)) in block verification slot.




Transaction relaying and DPoS based Block verification

Local ’é‘% D2D blockchain

3) Transaction 7) Transaction
relaying - \:Oﬂﬂrmatmn
Q B
2) Transactigr< Ay = ~ ~<
generang :
\
h ~N

Stage 1 . Relay Selection Scheme
during transaction collection

|
) (o) (o)

: AA veri ﬁtlon Setﬂ i Ceg cfidate%a?’]didate

|

| | (Y X))

| |

______________ = ©) Consensus process

4) Download AP fromp D2D blockcham
(" Blockheader ) (— Blockheader )
Block data 1 Block data 1
Block data 2 - Block data 2 — oo
\_ J \_ J
Block n Block n+1

Stage 2 . DPoS-based lightweight
consensus in Block Verification Procedure



Incentive mechanisms for transaction relaying and
DPoS based block verification

Local APs pay relay fee and transaction fee to

()
compensate for resources usage. The two Relay fee T fion f
prices are decided by claytee fransaction tee

relay @ @ 7 verifier 1
Time-varying available resource . ((e) )
of the relays and the verifiers @ N 5;

‘ Information asymmetry |

=\ E\% /?/,::///
(V) Long latency for transaction ,,;;i" - (jh_) é
Q

er 2

\/

relaying and block verification
veritier n



Contract theory based joint optimization for
transaction relaying and block verification

* We define new terms to show =Sy (¢ Poomom
the quality of relayed transaction b L (V7 O/)/ §<E"E‘>
and verified block: Value of e | \@/4}”&(} RN ) —
transaction relaying (VoTR), Tvoe 1 rela SR > Type 1 verifier
Value of block verification (VoBV) yp """""" 'iy \Q(/ %) /(0(’@173* yP
b . AR E DR NN (S 2) R ——
i B
v A g Brat Type 2 relay @ RC1-Dass
TRm (tm) = ATRe = S N9, Type 2 verifier
"""""""""" ! 3L N B
Wtrans : i ,\,\ R \O’ (>( . << >>
tm = , i D i AN I N I
T i NN oS el BN i
i Gl S e < N AR
1 ( + B2Puser|h uuuuu 1‘r1|2|hﬂ'z,A}:’|2 T bé&\ \ : hg_:ztg________i

rm = —blo 1
2 82 I+B2|hm,AP|2N0+N0 ) Type /T relay



Optimization Problem Formulation

IR constraints {

|C constraints {

S
max U, => AM Vs, -y, TRS)+Z/1 N( av g — U zRBv,q)

(Rrrs V1R s
Rev qVev q) —

Utility of local AP for Ut|l|ty of local AP for block
transaction relaying verification

Hsvl(RTR,s ) — &V 20, > Utility of type-srelay device

S.t.

<

)

) qV2 (RBV,q ) —&Vgy 4 20, > Utility of type-q verifier
C) A ( R s ) —&VRs 20V, ( Rig s ) — &V s
)

)

d WqVZ(RBVq)_EZVBVq ZWqV (RBV q')_gzvsv,q"

S : :
Maximum reward provided by the
€ Zﬂ“s TR,s +Z/I |\”:\)BV q — Rmax’ local AP
s=1 g=1
_ Weight constraint of the relay fee
f)ll +1, =1, i and the transaction fee

vs,s'e{l,...,S},s#s",and vq,q'€{1,..,Q},qg=q"



Utilities of relay device and verifier

0.26

0.24

—¥— type-8 relay dewice

type-10 relay device

—P—type-12 relay device
=—type-15 relay dewce

adbaaa,

o
2 kg
N

Y s

Utility of the relay devices

012
DJM
0.08

* Relays and verifiers maximize utility if selecting contract for their own types

* Overcoming information asymmetry: relay devices and verifiers will reveal their types

b

10 15
The type of relay devices

20

25

Utility of the verifiers

0.3

0.28

0.26

0D.24

D.22

—&—type-10 venfier

type-12 venfier

—P—type-14 venfier
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&_-J X

=
[

0.18

0D.12

0.16
mm

The type of verifiers

truthfully after selecting the contract designed for their own types

10

15

20




Relaying delay and block verification delay

Transaction relaying delay (s)

0.35
— TS-JCA |.|.1 =05, Er=1

—e—TS-JCCp, =05, =1
——TSJSA j =05,5 =1
—o-TSJCA p, =1, =15

0.3

0.25
e S " —#-TS-JCC p, =1.e =15
3 T ] —4-TSJSA 4, =1,€, =15
0.2P— 1
i = . — T T T

The number of relay devices M

Block verification delay (s)

0.6
—o— TS-JCA, W, = 0.5, E, = 3
0.55 —e—TS-JCC,p, =05, 5, =3
05} —+—TS-JSA, 1, =05, ¢,=3
oab g ] | o TSICA =1, 2, =4
o I
0.4 8. —o--T5-JCC, p,=1. 5,=4
ir8 G —t-TS-JSA, u,=1,¢,=4
- 2
0.35 oW
0 2o "Hl
N - —— . = ooy
n ' b, et . o 9"{)-{.__ !
0.25 t
0. ==
)-e—e—-e._e_ F.
0152w e
0.1 5 T

5 10 15 2
The number of verifiers N

Delay decreases with the increasing number of relay devices or verifiers.

Transaction relaying delay and block verification delay of our TS-JCA scheme is only slightly

inferior to TS-JCC (TS-JCC: scheme with complete information)



BLOCKCHAIN AND FEDERATED
LEARNING: PRIVACY

« Y. Lu, X. Huang, Y. Dai, S. Maharjan and Y. Zhang, "Blockchain and Federated Learning for Privacy-preserved Data Sharing in
Industrial IoT", IEEE Transactions on Industrial Informatics, vol.16, no.6, pp.4177-4186, June 2020



Observations/motivations

Privacy protection is becoming extremely important worldwide

GDPR (EU General Data CCPA (California CES (Consumer
Protection Regulation) Consumers Privacy Act) Electronics Show) 2020
July 8, 2019, British Airline Effective from January 2020 In CES 2020 at Las Vegas,
faces 183Mlillion GBP fines ZENOMN %4‘5’3%5’%%&7& data privacy is the hottest
2019 /88H, =EfTW 20201 B AL topic presented by Apple,
21.8312&5 (291610 ARM) - Facebook, Amazon, Google
SRkl tuzk. 7500USD/California

customer

&)



Federated learning: concept

Centralized learning Federated learning

all data are sent to the central server, users train a model and send it to the
which train the centralized datasets. central. Personal data are kept locally.




Federated Learning for Transport: example

Traditional video data sharing

4 | Video data 2

Shared data

+
Local data




Federated learning: 3-step principle

Local training

Aggregation

RSy |
oy i

01¢ computation: all nodes make the local training and build model

Edge
Server

02 © communications: all nodes transmit model parameters to the server

03® aggregation: aggregates the local models into a global model



Federated learning: model

Each device: local training Upd ate  Edge server: global aggregation

« Local model parameters w, @ « The server aims at

 Loss function L(wy) minimizing the global loss
 Find optimal w, to minimize function
L(w,), through gradient « For example: averaging
descent aggregation
_ 1N
Wt — Wt—l ~+ at . VLl(Wt) WG(t) e N Zl=1 Wl(t)
Model parameters Gradient of loss function Global model parameters

N 1teration t



Federated learning: benefits & challenges

BENEFITS sgo

« Privacy: protect user privacy @ e
since raw data is kept in the local / // \\
environment (@ = () ! '>' (. g
. - - - 2
» Performance: can easily extend N , “
the scale of training data T 1: 1 T
\ 4
TWO CHALLENGES & © © B 4
» Privacy: parameters privacy é
+ Efficiency: communications and Victim user Malicious user User User

computation efficiency in
aggregation Parameters/Models privacy



Federated learning: key research questions

ENHANCE PRIVACY AND SECURITY
Protect the cy of paramTrs Build trust mechar

A D VULNERABI OC u S

(7
& In case of single point failure, learning process is faile

’Q\ IMPROVE EFFICIENCY
6G

Reduce wireless communications and computation cost

Our focus: need to build trust among users, protect the parameters, and avoid the
vulnerability of the third-party servers = perfectly Blockchain principle



Blockchain + Federated Learning for data privacy

@2
ﬂ: @ ()
; =
-3 (g D
e . -
((R) (

B == -

oD

)
&
Data Providers Permissioned blockchain + Federated learning Req uester

* Data requester: data users, loT devices

* Data providers (loT devices): register to blockchain with data profiles, and run local training

* Parameter blockchain: records and retrieve data and parameters/models, verify models



Model sharing process

(&) Global aggregation

. sEEEERER
(@)

0

4
‘@ etrieve model
- ] —
€ J@v-ﬂ

(3 Local training



Federated learning: determine multiparty for data

retrieval

8@8

Select data providers

Include more relevant providers to
improve accuracy

Refer to registered data in
Blockchain, e.g., data size, data
type, we can classify the data
providers based on node similarity

0 L30

o—t@j—o
020

O-=0

Select training data

Fach provider selects training
data

Local training with Differential
Privacy (DP): add noise to local
parameters



Training quality based consensus

@ Main Idea Consensus execution by verifiers

Replace the PoW ® Select a subset of participants as verifiers

mining work with 8 Verify the model quality based on federated

model verification learning results through the metric mean
work absolute error (MAE)
1 T
MAE = ngyg‘ — 5l
j=1

® If the accuracy satisfies the lower limit, th
verifier will approve the transaction




Illustrative Results - positive ars
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|E“ \--a
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- 6 Data providers \/
064 9 Data providers

Size of Data set

The proposed scheme with
blockchain and federated learning

Achieves: high learning accuracy with
various providers
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600 |

=-Running time
= Mean running time
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Size of Data Set

The proposed scheme with blockchain

and federated learning

Achieves: good running time performance,
from milliseconds to seconds



Illustrative Results - negative o

T T

©-3 Data providers
= 6 Data providers
9 Data providers

- More providers

579 596 704 712 747 751 779 798 812 821 899 910 938 106111201336180918882102213227812800283129032"
Size of Data set

Running time increases as the

number of data providers increases.

Reason: the more providers, the more
updated models need to be transmitted
and processed, which is time consuming

x10°

More
25 ——Provider: 50, =1 .
—~Provider: 250, 7= 0.1 p r'O\/| d e rS

—Provider: 500, =0.05

i /
0 pEt I

N
T

Cumulative cost(x 7)
(6]

| |
0 50 100 150 200 250 300 350 400 450 | &
Number of epsiodes

Cost of maintaining the blockchain
increases with more providers

Reason: we did not the communications
cost in our proposed scheme. Needs
improvement in the future work
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BLOCKCHAIN AND FEDERATED
LEARNING: EFFICIENCY




Federated learning and Blockchain: model

FEDERATED LEARNING ok

* Local training for model
« Transmit model parameters E =5 |
« Model should be protected

L
CONSORTIUM BLOCKCHAIN  S®

©

Feddtated:

« Collect model parameters and
store them as transactions

 Consortium blockchain verifies
global model through consensus



06.01

COMPUTATION EFFICIENCY

« Y. Lu, X. Huang, K. Zhang, S. Maharjan and Y. Zhang, "Blockchain Empowered Asynchronous Federated Learning for Secure
Data Sharing in Internet of Vehicles", IEEE Transactions on Vehicular Technology, vol.69, no.4, pp.4298-4311, April 2020



Challenge: computation efficiency

Users Global aggregation
!
User 1 A0 A
!
!
User 2 A O . A
!
User3 | & @ .
T1 ! .
Round 1 starts Round 1 ends Round Z starts
A End of local computation @ End of model transmission

Computation efficiency unbalance: user 2 is computing very slow and we may
simply discard user 2



Asynchronous federated learning

Federated learning gst Asynchronous federated learning @)
- -
 All users participate in the global  Select part of users to participate
aggregation in each round } in global aggregation
« Limitation: long waiting cost due « The other users can continue the
to different running/training time local training

(@  Two research questions

how to decide the users to participate?

@ how to improve the training quality of the unselected nodes?



Asynchronous federated learning - process

8@8

01

02 ¢

03 ®

04 ®

We propose node selection scheme and /Jocal
aggregation to address these two research questions

Local training for all nodes: train models based on gradient descent

Node selection scheme: choose the nodes with sufficient resources to
participate the global aggregation

Global aggregation: RSUs perform global aggregation based on models
from selected nodes

Local aggregation: execute local aggregation on nearby models for
unselected nodes



Asynchronous federated learning

Node selection: Deep
Reinforcement Learning

M — (S,A,P,‘l, C/‘[)

State, action, probability, cost

Local training: use gradient descent
to minimize loss function

arg min F(w)  loss function
w

We = Weog — N VE;(wy)

Global/Local aggregation

perform aggregation based on models
from local training

N
1
w(t) == Dwi()
=1



Research problem

(@ Problem definition: find the nodes selection policy A° that

minimizes system cost ¢t which consists of computing cost,
communication cost, and training loss

min - ¢(A") > System cost
s.t. AL e {0,1}, Vi,
Pipa=1(t) — pe(t)| < 7§ > The vehicles are within distance range r
Ct(ﬂt)zcge-pcg C—ZJ w' d)—ZZL —'wtmj))
- — 1eVp 1€Vp g
Computation and  Learning accuracy loss learning loss function of models

communication cost



lllustrative Results

Very close

=>-Local CNN model
—-Centralized CNN model
013 ~=Asynchronous federated learning|

| | | | |
0 10 20 30 40 50 60
Number of iterations

Our asynchronous federated learning

smaller accuracy and convergence rate
than benchmark, but the results are
very close

140

120 -

——Asynchronous federated learning, =1
—Synchronous federated learning, =1
—Centralized CNN, 7= 0.005

[En
o
o

[e]
o
I

Reduced time

Cumulative time cost (x 7)

| | | | |
0 100 200 300 400 500 600
Number of episodes

Our asynchronous federated learning

the time cost is reduced which
optimally selects the participants based
on their resources and training losses
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COMMUNICATIONS EFFICIENCY

« Y. Lu, X. Huang, K. Zhang, S. Maharjan, and Y. Zhang, "Communication-Efficient Federated Learning for Digital Twin Edge
Networks in Industrial IoT", IEEE Transactions on Industrial Informatics, DOI: 10.1109/T11.2020.3010798



Challenge: communication efficiency

Users Global aggregation
--== | |
User 1 A0 ! A
| !
| €---- |
User 2 A : @ | A
ey !
User3| & @ | LA
'New T1 T1 ! .
Round 1 starts Round 1 ends Round Z starts
A End of local computation @ End of model transmission

Idea to mitigate the performance unbalance: Assign slow user 2 with more
resources, while assign fast users 1 and 3 with less resources.



Research problem: execution time imbalance

(@ Minimize the execution time imbalance under constraints of energy
consumption, communication and computation capabilities

Computation subproblem Sk Communications subproblem @)
- -
« minimize the energy cost and « minimize the execution time
computation time difference under energy constraints
N N

fi

1=1 i=1

min > EZP(f;) + 4T min S N (T 0. Piot) + T — T )?



Resources optimization

Estimate . Policies Veg
) A i 4—-----. > %”nﬁ:{ @bﬁ”m.
e o 1o Lo ]
0 »8 8 2§
Networks
01 Initialization: assigning good channels and more resources to slow users

02 Networks: estimate time cost and user’s own time; then assign channels to
minimize the difference between these two times.

03 ®  Policy: minimize system overall cost via DNN to find the optimal policy.



lllustrative Results

2.5

©w
o

_ |=Proposed algorithm I
—-Baseline algorithm /

N
o

N
o

) 1 --30 participants | ia§15
-+50 participants
~-70 participants 101
05+ —+-90 participants | |
' N ? Numberc?f0 iterations 0 %0 60 8 D20 40 60 Number ofssamdpamswo 120 140 |
The proposed scheme with federated The proposed scheme with federated
learning learning

Achieves: good learning accuracy Achieves: lower latency
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COMMUNICATIONS-COMPUTATION
EFFICIENCY

« Y. Lu, X. Huang, K. Zhang, S. Maharjan, and Y. Zhang, "Communication-efficient Federated Learning and Permissioned
Blockchain for Digital Twin Edge Networks", IEEE Internal of Things Journal, DOI: 10.1109/JI0T.2020.3015772



Federated learning and Blockchain
5 (‘A?)

*| AT | (D

= Iow user . 59,

< m«g O

) g'/

: TX failure

Long waiting time

* Research challenge: slow users in federated learning and blockchain consensus
may lead to communication congestion, long waiting time and high latency



Research problem: optimal relay selection

Main observation P

» Slow users: compute the training
models, but unable to transmit
parameters timely

» Relay users: have good communication
capabilities

Optimal relay e

« Select optimal relay users to help slow
users < u;, u; > to transmit models with

minimal system cost




Reducing latency in Blockchain consensus

@:kchain

* (Global states, devices behavior

* Store and verity models

Reducing latency in consensus

o ' ' . - \Q
In iteration 2, system retrieves Lowgnmd N

C e
verified model M, from Blockchain o
|

for local training instead of waiting
fOI’ MZ to be Veriﬂed lteration 1

* This can greatly reduce latency



lllustrative Results
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Z
? . -~ Proposed algorithm
8 Reduced 't”ne -+-Baseline average :
, . . | . |»+-Baseline random e | _ . _ |
o 10 0 40 50 60 g Number of iterations J

The proposed scheme with The proposed scheme with blockchain
blockchain and federated learning and federated learning

Achieves: reduced time cost Achieves: good training policy
performance
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