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BLOCKCHAIN: CONCEPTS AND 
PRINCIPLES
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Å In 2008, Satoshi Nakamoto
proposed Bitcoin for the first time 
in the paper òBitcoin: a peer- to-
peer electronic cash systemsó

Å At time 02:15:05, 4 January 2009, 
Satoshi created the first block in 
the Bitcoin system and left the 
message:

Å The Times 03/Jan/2009 
Chancellor on brink of second 
bailout for banks

Blockchain development



Two concepts: Blockchain and Bitcoin

ÅBitcoin: unregulated digital currency designed to bypass currency controls and simplify online 
transactions by getting rid of third -party payment processing intermediaries.

ÅBlockchain and Bitcoin relationship: Bitcoin was an application of Blockchain. Blockchain has 
applications far beyond Bitcoin.
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Traditional central trusted authority

Å Individual person: own her data

ÅCentral trusted node: own all usersõ data, e.g., Visa, Mastercard, PayPal, banks, and Amazon. 
The center has full control of all data, it can search, add, delete and modify data. 

A B

C D

All 
data

Aõs data

Cõs data

Bõs data

Dõs data



The center

Traditional central trusted authority

ÅA has data exchange with D (e.g., transaction)

ÅA sends a request to the center

ÅThe center answers the request and connects D

ÅData processing

ÅQ: any disadvantages of such architecture?

A

All 
data

ÅVery high working load in the center since all transactions go through the central node; the 
central tends to become malicious; the single failure point of the central node by cyber attacks.

Aõs data

D

Dõs data



Blockchain concept

ÅBlockchain: a globally maintained and shared distributed database. Everyone has all same 
database and there is no central organization to manage the database.

ÅBlockchain records the transactions permanently. The data can only add and search; the data 
cannot be deleted or modified.

A B

C D

No central node 
Each  node has all data

All data

All data

All data

All data



Blockchain principle

ÅThree types of Blockchain: public, private, and consortium blockchain 

ÅFeatures: decentralization, data privacy, untamperability , diversity data source

Blockchain data structure (replicated at every peer) Peer- to-Peer network



Blockchain features

Reliable 
data

anonymous

trust

transparent

Collective 
maintenance

decen
traliza
tion

1

2

3

No central node in the network. Any two nodes are equal 
in terms  of rights and obligations

The data are jointly maintained by all nodes, and each 
node shares rights and obligations

Digital signatures and consensus protocols ensure 
the authenticity of the data

4

5

6

Open source program ensures that ledgers and 
business rules can be reviewed by everyone

No trust issues while transactions are conducted 
without a third -party

The problem of trust is resolved, the two parties of the 
transaction do not need to know each other, and the 
transaction is conducted anonymously since the trust 
problem is solve

ч



Blockchain types

Public
ÅNo administrator
ÅPermissionless
ÅHigh cost

Private
ÅOne administrator
ÅPermissioned
ÅLow cost

Consortium
ÅMulti -administrator
ÅPermissioned
ÅMedium cost



Which type of Blockchain are used in the applications?
Applications Public, Private or Consortium Blockchain

Bitcoin

Bank

Hospital

Group of hospitals

Public

Private 

Private 

Consortium



Blockchain layered architecture

Blockchain provides
Å Trust
Å Security
Å Scalability

Technologies

Å Resourcesharing
Å Accesscontrol
Å Content sharing
Å Data sharing
Å Energy trading 
Å Machine learning



Concept: hash function and hash value

ÅBitcoin uses a standard SHA-256 hash algorithm which generates a 256 bit hash value. For 
example: SHA256(123) = a665a45920422f9d417e4867efdc4fb8a04a1f3fff1fa07e998e86f7f7a27ae3

fox

The red fox runs across the ice

The red fox walks across the ice

Hash
function

input hash value

ÅHash function: takes any size input text and returns a fixed size string (i.e., hash value).  

ðEasy to calculate a hash for any given data

ðHard to calculate the original text that has a given hash

ðTwo slightly different messages produce drastically different hash value



Blockchain data structure (I)

ÅBlock: Blockchain is composed of blocks. Block 
refers to a group of transactions at a specific time 
and hash pointer of the previous block. Each block 
includes: header and body (i.e., data).

ÅEach block contains its own hash and also hash of 
the previous block. For instance, block 7 contains 
the hash of block 6, and block 6 contains the hash 
of block 5.

ÅA simple blockchain in Python: 
https://github.com/EricAlcaide/pysimplechain

Header

ÅTimestamp

ÅBlock 6#õs hash value

ÅBlock 7#õshash value

Åê.

Transaction 1 data

Transaction 2 data

ê

Transaction N data

Body

Block 7#

https://github.com/EricAlcaide/pysimplechain


Blockchain data structure (II)

ÅBlockchain data structure: a linked list with hash pointers used to record all transactions. New 
blocks are added to the end of the chain.

ÅHash pointer: gives you a way to retrieve data along with the hash of the data. A regular pointer 
only gives you a way to retrieve data.

Genesis block

Block 3#

Prev Hash: 2K7G

Hash: 4C3L

Data: <transaction 
data>

Block 2#

Prev Hash: 1A9Z

Hash: 2K7G

Data: <transaction 
data>

Block 1#

Prev Hash: 0000

Hash: 1A9Z

Data: 
<transaction 
data>



Tamper -proof mechanism

ÅTamper-proof: an adversary is not able to tamper data in any block without getting detected. 

Å If anyone changes the data in Block 2, even just one bit from 1 to 0, the hash value of this block 
changes dramatically. Then, Block 3#õs òPrevHashó is not same as Block 2#õs hash value, this 
makes the whole chain invalid. 

Block 3#

Prev Hash: 2K7G

Hash: 4C3L

Data: <transaction 
data>

Block 2#

Prev Hash: 1A9Z

Hash: N59A

Data: <transaction 

data> 1Č0

Block 1#

Prev Hash: 0000

Hash: 1A9Z

Data: 
<transaction 
data>

Genesis block



51% attack in Blockchain

ÅDefinition: malicious attackers control a majority (51%) of the total networkõs computation 
power and collude to attack bitcoin or other crypto. 

Trusted nodes add blocks by broadcasting them to the 
public chain

Malicious attackers add block in the private blockchain 
without broadcasting

Attackers add block faster with majority computation 
power. 
Rule in Blockchain: the longest chain wins

The old public chain is abandoned because it is shorter 
and its data is irrelevant. The attackers roll-back many 
blocks and start a new blockchain.



51% attack in Blockchain - consequence

ÅConsequence: spend coins twice (i.e., double-spending). The attacker can spend the same coins 
twice and buy two different cars.

Block 40 transaction data: attacker used coins to buy a 
car and this transaction is stored in Block 40.

Block 42Block 39Block 38 Block 40

Block 40 Block 42
Block 39

Block 38

Block 41

With 51% attack, the attacker starts a new Blockchain and 
the transaction data in the old chain is abandoned. There 
is no record of using the coins. The attacker can then 
spend the coins again to buy another car. 



Blockchain applications in general

ÅBlockchain: decentralized database that keeps a record of all transactions. 

ÅThis provides a perfect way for systems to record transactions that should be transparent and 
permanent.

Sweden officially use Blockchain
to register land and properties

Second-hand car value
certification



BLOCKCHAIN AND 6G AND IOT
CONVERGENCE: WHAT IS THE ANGLE?
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Full -* features in 6G

Full connectivity( ж Full coverage ( ж Full spectrum ( ж

Full privacyе ж Full resources ( ж Full services ( )



Blockchain: centralized Č distributed computation and 
verification

Three conditions to use 
Blockchain: 

Ådistributed environment 

Ånodes do not trust each other

Ånodes perform transactions 

Role of Blockchain

ÅBlockchain builds trust among
untrusted participants in 
distributed environments



Centralized Č decentralized operation: transportation

ÅChallenge: need new techniques to secure, store and trace the computation 
resources sharing in local environment

Internet



Centralized Č decentralized operation: manufacturing

ÅChallenge: currently use third -party to exchange assets of value (money and 
intellectual property (IP) like designs or manufacturing information). We need a 
method to coordinate designers and customers peer -to-peer.

Designers 

IP 



Centralized Č decentralized operation in 5G Beyond / 6G

ÅChallenge: in distributed wireless networks, we need a method to secure the 
dynamic bandwidth sharing & trading among devices. 

Centralized networks

Vehicle- to-Vehicle

Device-to-Device UAV-to-UAV

Macrocell

Master 
base

station

Small 
cell



Blockchain for 6G networks: end -edge -cloud perspective

Edge + Blockchain

Users + Blockchain

End-Edge-Cloud 
convergence

Cloud + Blockchain

ÅEnd-edge-cloud integrated architecture of 6G/5G beyond network 

ÅBlockchain enables a new secure, distributed, hierarchical networks



Blockchain for 6G: end -to -end communications perspective

Edge network A Core network

Blockchain as fundamental infrastructure for end -to -end communications

Edge network B
A B

ê

Device 
authentication

Access 
control

Access 
control

Device 
authentication

Smart contract enabled service 
management & roaming

Resource transaction recording

Blockchain



BLOCKCHAIN RESEARCH

blockchain for IoT (energy, transport, UAV)

intelligent blockchain for 6G&IoT

Research focus on 
blockchain technology

Mainly business: bitcoin

2017, since our TII paper

2021

2023?

2019.10.24: President Xiõs remark

blockchain as 
fundamental 
infrastructure

ABCDE: 
AI+Blockchain+Cl
oud+Digital+Edge



Our landmark study on Blockchain for Smart Grid

"Enabling Localized Peer-to-Peer Electricity 
Trading Among Plug -in Hybrid Electric 
Vehicles Using Consortium Blockchain", IEEE 
Trans. Industrial Informatics, 13(6), 3154 -
3164, Dec 2017 (citations: 620+)

The first on Blockchain for IoT

We are the first to propose Blockchain for 
Smart Grid, and industrial IoT. This study 
has triggered the strong interest on 
Blockchain in communications society, 
computer society and IoT industry

The standard reference

This model is now the standard reference 
to explore Blockchain in IoT



Blockchain + Physical Layer: Dynamic Spectrum Sharing

Primary user

Secondary user

Primary user registers 
spectrum usage

Registrations of spectrum usage

Secondary user registers 
spectrum it will use

ÅFCC (Federal Communications Commission) Blockchain for dynamic spectrum 
sharing in 6G: spectrum -leasing transaction is verified and stored in Blockchain

ÅBlockchain as distributed ledger for communications: 1) save important data; 2) 
provide seamless access among different wireless networks



Blockchain + Physical Layer: Wireless Power Sharing

Blockchain Plane

DPoS based lightweight 
consensus scheme to achieve 
low overhead

Energy Plane

contract theory to obtain the 
optimal amount of 
transferred energy

Blockchain for secure distributed 
wireless power transfer



Blockchain + Data Link Layer: Mobility Management

Mobility

Home AP

Airport AP

<Smart Contract  C1>

ÅUE payment

ÅAP service

̗ sign

̘ commit

PoW
̙ <C1> confirmed

̚ provide service

Update

Update

ÅUsers and access points self-organize radio access without intermediate brokers

ÅSmart contract based mobility management enable cross -network roaming and 
establish a RAN (Radio Access Networks) among initially trustless parties



Blockchain + Application Layer: Content Sharing

J. Kang, R. Yu, X. Huang, M. Wu, S. Maharjan, S. Xie and Y. Zhang, "Blockchain for Secure and Efficient Data Sharing in Vehicular Edge 
Computing and Networks", IEEE Internet of Things, vol.6, no.3, June 2019 (ESI òHot Paperó òHighly Cited Paperó)

ÅVehicle Social Networks (or Vehicle Crowdsourcing Networks): Vehicles 
generate and request valuable content (e.g., news, videos, warnings, traffic)

ÅContent Sharing: devices act as caching requesters and providers to share 
content. Base stations maintain blockchain to record content sharing events



Blockchain + Application Layer: Unmanned Aerial 
Vehicles (UAVs) 

State-of- the-art topics

ÅResource access control 
ÅSecure content sharing 
ÅNew consensus protocol
ÅEdge computing for 

Blockchain

Innovative wireless services

ÅDynamic access network 
ÅEnvironment sensing 
ÅProximate edge computing

Device authentication

Data integrity Transaction consensus

Blockchain@UAV

Command verification
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J. Kang, R. Yu, X. Huang, S. Maharjan, Y. Zhang, and E. Hossain, "Enabling Localized Peer-to-Peer 
Electricity Trading Among Plug -in Hybrid Electric Vehicles Using Consortium Blockchains", IEEE
Transactions on Industrial Informatics, vol.13, no.6, pp. 3154 - 3164, Dec. 2017

BLOCKCHAIN FOR SMART GRID



Blockchain: centralized Č distributed computation and 
verification - recall

Three conditions to use 
Blockchain: 

Ådistributed environment 

Ånodes do not trust each other

Ånodes perform transactions 

Role of Blockchain

ÅBlockchain builds trust among
untrusted participants in 
distributed environments



Centralized Č decentralized operation: smart grid

ÅSmart energy digitalization is enabled by Industrial IoT technologies for 
improved energy efficiency, optimization of power supply and demand, flexible 
integration of renewable energy resources.

Power grid today
Future power grid : 
network of microgridMicrogrid



Energy Sharing

Internet Sharing Economy

Didi: sharing cars

Wikipedia: knowledge sharing

: sharing bikes

Airbnb: sharing houses

A natural question in Energy Sector

Q: How to share energy?



An emerging concept: Prosumer = Pro ducer + Con sumer

ÅConsumer: a house only uses electricity from power grid

ÅProsumer: recently, we have renewable energy in our home, consumers are not just customer 
anymore. A prosumer refers to a house that can both produce and consume energy 

ÅEnergy sharing is closely related to the concept prosumer



Selling your power to neighbors

ÅBrooklyn Microgrid : In your house roof, you have solar power. The power can 
be used by yourself. If you are not able to use all power, you can sell to your 
neighbors, e.g., who is basketball superstar and have regular party.

Marthaõs

CXK



Energy P2P (Peer - to -Peer) Networks

ÅEach person can buy/sell energy from her/his neighborhood

ÅVery similar as P2P networks in Internet

Marthaõs

YYQX

ZTL

CXK



Decentralized energy trading: everyone can 
contribute/share power

ÅFeature: no need a third -party utility 
participating energy exchange among 
houses or electric vehicles 

Ą low cost, flexible, new business 
models

ÅBlockchain as a distributed ledger to 
store local energy transactions



Our Proposed Energy P2P Trading Architecture

Energy sharing

Blockchain

Seller Buyer



Our research problem and three contributions

Problem definition: need to secure a peer -to-peer energy 
sharing with high efficiency and private information protection

?

Double auction

present an iterative double 
auction mechanism to hide 
private information but still 
maximize the system social 
welfare

Blockchain for security 

use blockchain for secure 
energy transaction in 
decentralized energy 
sharing scenarios

Optimization

optimize for energy balance 
among electric vehicles



Consortium blockchain for secure energy P2P 
transaction

LAG (local aggregator)

Åauthorized nodes audit the 
transactions and record them into 
the shared ledger

ÅThe ledger is publicly accessible

Consortium Blockchain

Åblockchain with multiple 
authorized nodes to establish the 
distributed shared ledger



Blockchain enabled security features

No need 3 rd party

energy P2P trading without 
third party to make system 
robust and scalable

Data unforgeability

Decentralization of 
blockchain ensure that an 
adversary cannot corrupt 
network

Wallet security

Without keys, no adversary 
can open a wallet and steal 
energy coins

Transaction authentication

all transaction data is publicly 
audited and authenticated by
authorized LAGs.

No double -spending

Energy coin uses digital 
signatures to prevent 
double -spending

Privacy protection: 

All energy coins accounts 
are pseudonymous, it can 
protect identity privacy


