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Hyppdnen’s law, and loT safety and security

Security expert Mikko Hypp&nen posited that ...

"Whenever an appliance is described
as being "smart", it's vulnerable.”

As everything that can be smart will be smart, and interact with
each other, they will become targets of adversaries.
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Smart Home Security

Existing works mainly fall in to four categories
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Spying with Your Robot Vacuum Cleaner:
Eavesdropping via Lidar Sensors

Sean Rui Xiang Tan
National University of Singapore
seantanr{@comp.nus.edu.sg

Yimin Dai
National University of Singapore
e0505408@u.nus.edu

Sriram Sami
Mational University of Singapore
srirams(@comp.nus.edu.sg

Nirupam Roy
University of Maryland, College Park
nirupam(@cs.umd.edu

ABSTRACT

Eavesdropping on private conversations is one of the most common
vet detrimental threats to privacy. A number of recent works have
explored side-channels on smart devices for recording sounds with-
out permission. This paper presents LidarPhone, a novel acoustic
side-channel attack through the lidar sensors equipped in popular
commodity robot vacuum cleaners. The core idea is to repurpose
the lidar to a laser-based microphone that can sense sounds from
subtle vibrations induced on nearby objects. LidarPhone carefully
processes and extracts traces of sound signals from inherently noisy
laser reflections to capture privacy sensitive information (such as
speech emitted by a victim's computer speaker as the victim is en-
gaged in a teleconferencing meeting; or known music clips from
television shows emitted by a victim's TV set, potentially leaking
the victim's political orientation or viewing preferences). We imple-
ment LidarPhone on a Xiaomi Roborock vacuum cleaning robot and
evaluate the feasibility of the attack through comprehensive real-
world experiments. We use the prototype to collect both spoken

Jun Han
Mational University of Singapore
junhan@comp.nus.edu.sg

Victim's Home

B _

| “Listening” via Lidar Sensor Remote Attacker

Figure 1: Figure depicts the LidarPhone attack, where the ad-
versary remotely exploits the lidar sensor equipped on a vice-
tim's robot vacuum cleaner to capture parts of privacy sensi-
tive conversation (e.g., credit card, bank account, and/or so-
cial security numbers) emitted through a computer speaker
as the victim engages in a teleconference meeting.
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£ Emel'd - 3*3BAUU4?7 8000878 |D? 98 @0 ©8 D7 ©8 0@ @8 D? ©8 0@ @8 D7 08 09 08

erey - ) Rt aimress T O3B0 8ARGASA D7 9% PA B8 D7 B8 OA B8 D7 P8 B@ @8 D7 08 @@ A8

< FO G

B & RéM size 1 KB 89PEP9A (D7 B8 O B8 D? 98 PO ©8 D7 ©8 @@ B8 D7 68 PO 06

. ) 80PEPAA (D7 B B9 B8 D? ©8 PO B8 D? ©8 ©A B8 D? 08 PO 08

i ﬂmgzmﬂ: ngsz;«E intemal | | spA@eRe |D? B8 B8 B D? O OO @8 D7 @8 GO @8 D7 68 60 Of
Cine E12KE 89PEPCH (D7 B8 B8 B8 D? 98 PO B8 D7 B8 @8 B8 D? 08 P 08
Flash Id 040 30PEPDO (D7 B8 O B8 D? B8 DO ©8 D7 ©8 @O B8 D7 68 PO 08
Check flash1d Mo SPPAAE® (D7 B8 GO 98 D? B8 PA B8 D7 B8 OB @8 D? 08 90 A8

Base address | 0+B000000 SMARRFA (D7 @8 G @8 D7 @8 GO @8 D7 B8 0@ B8 D7 B8 A@ B8

Organization 32 bitz % 1 chip
8PAE1PB (D7 B8 BA B8 D? B8 BB B8 D7 B8 PO B8 D? B8 BB 68
8PAE1168 (D7 B8 BG BE D? B8 BB BE D? BB BB B8 D? B8 BB 68
< > OfARG4d 9@ T R0 [AR R0 N R0 @AR R0 T RO RAR R0 TR0 RGR R0
E] LOG
— J-Link firmware: ¥1.20 (J-Link ARM VS compiled Jan 31 2018 18:34:52) ~

— JTAG =peed: & kHz (Fixed
— Initializing CPU core (Init sequemce)
= Initialized successfull.
— JTAG speed: 4000 kHz (J\utoﬁ’
— T-Link found 2 JTAG devices. Core ID: 0x3BAO047T (Cortex—M3)
— Connected successfully
Reading entire flash chip ..
— 286 sectors, 1 range, (x8000000 — OxSO7FFFF
— RN tested 0.K.
— Target memory read successfully. (524288 bytes, | range) — Completed after 0.559 sec
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Actel Altera AMD
Atmel

ChipON Coreriver Cygnal
Cypress
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Elan

Feeling Freescale Fujitsu
Gould

Holtek Hynix Hyundai
Hitachi

ICT ICSI Infineon
Intel 1SS
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2% Erase
051: TotalPageNum: 0x100,PageNuminBlock: 64, PageSize: 0
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P Annotations
I
OxFF OxFF OxFF OxXEA 0x83 0x6C OxA1 Ox7E 0x6D WAy

i ] SPI

0X031 [OXDAN  [OXFA @ Time [s], Packet ID, MOSI,MISO  E
Ll Il 0.006840500000000,, 00> OxFF
0.006846500000000,, 70/ OxFF
0.006852666666667,, 7, OxFF
0.006858750000000,, 0% OXFF [ | ¥ pecoded Protocals
0.006864916666667,,0xFF,
0.006870916666667,,0xFF,
0.006876916666667,,0xFF, SR
0.006882916666667,,0xFF, MOSI:{0x0A; IMISO: OXFF
0.006888916666667,,0xFF, 0x37 MESGRES IO 0
0.006894916666667,,0xFF, OXEA e gl
0.006900916666667,,0xFF, 0x83 & ot
0.006906916666667,,0xFF, Ox6C MOSI: OXFF; MISO: 0xSF
0.006912916666667,,0%FF, MOSI: OXFF; MISO:[0x2E
0.006918916666667,,0xFF, WORE B, M0
0.006924916666667,,0xFF, e e

0.006930916666667,,0xFF, MOSI: OXFF: MISO:0X6C

MOSI: OxFF; MISO: OxAl
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0= Capture » MOSI: OxFF; MISO: Ox7E
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